Government of Rajasthan
Revenue (Group-1) Department

Subject: Regarding submission of APl Access Template, whitelisting of server
IP addresses and APl subscription through SewaDwaar.

All concerned departments are requested to take the following necessary
action in respect of APIs provided by the Revenue Department for integration with e-
Dharti:-

1. Submit the duly filled-in APl Access Request & Onboarding Template to the
Revenue Department.

2. Get their staging and production server IP addresses whitelisted for APl access,
wherever pending.

3. All departments requiring APl access from the Revenue Department, whether for
existing or new projects, shall subscribe to the required APIs through the
SewaDwaar portal only.

The prescribed API Access Request & Onboarding Template is also enclosed
for necessary action. The Department may submit the duly filled-in form to
revenue.itcellgS@rajasthan.gov.in or dsl.rev@rajasthan.gov.in . All concerned
departments are requested to complete the above formalities at the earliest.

Encl. :- APl Access Request & Onboarding Template.

(T. Ravikant)
Principal Secretary

The Additional Chief Secretary/Principal Secretary/Secretary
All Departments.

UO. Note F.13(17)ReV-1/2024/3453
Jaipur, Date- e signed
Copy for information and necessary action:-

1. Dy Secretary (G-1), Revenue Department
2. Additional Director (IT), Revenue Department
3. Shri Vipin Khanna, Senior Technical Director, NIC Rajasthan

Signature
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API ACCESS REQUEST & ONBOARDING TEMPLATE

For Departments/Applications Requesting Access to DILRMP Service APls

Date:
To,
The Nodal Officer / OIC,

[Address]

Subject: Request for access for the DILRMP/eDharti APIs

Sir/Madam,

The undersigned department/office wishes to integrate with the below-mentioned API for the purpose stated below. Kindly
find the requisite details furnished as per the prescribed format. It is requested that access to the API be provided at the
earliest, after due verification, so that integration and testing may commence in a phase-wise manner.

* All API can be consume through the SewaDwaar only, User has to fill the API subscription form and select the eDharti as
Project under the Revenue Board Department.

1. Requesting/Consumer Department & OIC (Officer-in-Charge) Details

Department Name

Office Address

SSOID of OIC

Name of OIC

Designation of OIC

Mobile Number of OIC

Email ID of OIC

Technical Nodal officer Name & Contact Number

Project Helpdesk / Support Email ID & Contact
Number

2. Required API Details

API Name/Code (as Defined in Annexure-I,
Provide details with response parameters in case
any other NEW API required)

Purpose / Use Case of API Consumption

API data will be available in- 1 Public or 2. only
for Department Officials

Project / Application Name

Project / Application URL




3. Network & Security Details

IP Address(es) for Whitelisting( 1-1 for
Production and Staging)

Server/Hosting Environment (BSDC/NIC
Meghraj/Private/Any other)

Data Encryption at Rest (Yes/No)

Data Retention Period at Consumer End

VAPT / Security Audit Certificate (Attach copy,
with validity date)

Compliance with Applicable IT Act/ Data
Protection Guidelines

4. Expected Load / Traffic Details

(To assess server capacity planning and rate-limiting requirements)

Expected Hits Per Day (Average)

Expected Hits Per Day (Peak)

Expected Concurrent Users

Frequency of API Calls (Real-time / Batch /
Scheduled)

Expected Go-Live Date

Expected Duration of Usage (Ongoing / Time-
bound - specify)

5. Undertaking / Consent

We hereby undertake and confirm that:

Sr. | Consent Details Tick Yes /No
No.
1 The API and data accessed thereby shall be used strictly for the stated purpose and
project only, and for no other purpose.
Adequate technical and organizational security measures (encryption, access
2 control, audit logging) shall be maintained at our end to protect the confidentiality,
integrity, and availability of the data.
Access credentials (API key/token/certificate) shall be kept confidential and not be
3 shared with any unauthorized person or system.
Any change in the whitelisted IP, hosting environment, OIC, or purpose of use shall
4 be promptly communicated to the API-providing department.
In the event of a security breach, data leak, or misuse, the same shall be reported
5 immediately, and the API-providing department reserves the right to
suspend/revoke access forthwith.
The procedure defined by the Revenue Department will be followed as
6 prescribed, without any deviation, at all portals where APIs are being used.




Adequate measures to prevent web scraping (such as strong CAPTCHA, OTP, etc.)
7 will be implemented on our end.
This access may be reviewed, audited, or withdrawn at any time at the sole
] discretion of the API-providing department.
In case of any violation or unauthorized use by a third party from the API consumer
9 department's side, the API consumer department will be solely responsible.
Consent confirming compliance with all the above conditions must be submitted
10 | every month.
The data so obtained shall not be shared, sold, sub-licensed, or transferred to any
11 | third party, individual, or other department under any circumstances
Thanking you,
Yours faithfully,
(Signature)

Name & Designation of OIC

Department Seal




edharti APls

Sr.
No. API Name
1 DILRMP edharti Tehsil list
2 DILRMP edharti Village List
3 edharti Update Token Service
4 edharti Get EsignROR Service
5 edharti Cancel Token New
6 DILRMP eDharti District List
7 DILRMP edharti Revenue Village KhataList
8 edharti Jamabandi Cancel Token Service
9 edharti Get Village List Service
10 edharti Get Tehsil List Service
11 edharti Get District List Service
12 DILRMP edharti Revenue Village KhasraList
13 DILRMP edharti Revenue Village Khata Owner List
14 DILRMP Edharti Revenue Village Khasra Owner List




